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This is a summary of the status of the project Implications of Programming Language Selection on the Construction of Secure Software Systems.

The list of the vulnerabilities in the paper is repeated below. 

	1. Buffer overflow on the stack
	2. Buffer overflow on the heap

	3. Integer overflow
	4. Malicious input

	5. Format string vulnerabilities
	6. Java inner classes

	7. Class comparison by name
	8. Pointer subterfuge

	9. Arc Injection
	10. Exception Handler high jacking

	11. Race conditions
	


Since the October 11, 2004 report, drafts of the sections covering the first five vulnerabilities were completed. Each draft was submitted to Dr. Toal for review and comment. The suggestions and clarifying questions from Dr. Toal were used to enhance the quality of the text. 

The programming languages in the study are Java , C, C++, Perl, and Standard ML. The implementations used in the study are listed in the table below.

	Language
	Version
	Platform

	Java
	1.4.2
	Mac OS X

	C
	GCC 3.3
	Mac OS X

	C++
	GCC 3.3
	Mac OS X

	Perl
	5.8
	Mac OS X

	Standard ML
	Moscow ML 2.01
	Windows XP


After the start of the research, Sun Microsystems released Java 1.5 with significant additions to the Java language. These changes will not be reflected in the final paper.

Producing the paper shows that its greatest contribution will be the commentary concerning the influence of each vulnerability type on each language in the study. Although the initial proposal called for the research to lead to suggestions for changes in each programming language, this now seems excessive and unnecessary. What will be valuable are the juxtapositions of the vulnerabilities in each programming language. It is important to be able to identify what additional hurdles will be required or what problems will be avoided by selecting one particular implementation language instead of another. To often, a language is chosen using speed of execution as the sole criteria. Other factors must be taken into consideration, as this study will show.
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